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safety & liveness properties

&RQFHSWV�� SURSHUWLHV��WUXH IRU HYHU\ SRVVLEOH H[HFXWLRQ

VDIHW\� QRWKLQJ EDG KDSSHQV

OLYHQHVV� VRPHWKLQJ JRRG HYHQWXDOO\ KDSSHQV

��

0RGHOV� VDIHW\� QR UHDFKDEOH (5525�6723 VWDWH

SURJUHVV� DQ DFWLRQ LV HYHQWXDOO\ H[HFXWHG

IDLU FKRLFH DQG DFWLRQ SULRULW\

3UDFWLFH� � WKUHDGV�DQG�PRQLWRUV

$LP��SURSHUW\�VDWLVIDFWLRQ�
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♦�STOP�RU�GHDGORFNHG�VWDWH��QR�RXWJRLQJ�WUDQVLWLRQV�

♦�ERROR�SURFHVV������WR�GHWHFW�HUURQHRXV�EHKDYLRXU

7.1  Safety

ACTUATOR
   =(command->ACTION),
ACTION
   =(respond->ACTUATOR

|command-> ERROR).

Trace to ERROR:
command
command

♦�DQDO\VLV�XVLQJ�/76$�
�VKRUWHVW WUDFH�

$�VDIHW\�SURSHUW\�DVVHUWV�WKDW�QRWKLQJ�EDG�KDSSHQV�

command

command

respond
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Safety - property specification

♦ERROR�FRQGLWLRQV�VWDWH�ZKDW�LV�QRW�UHTXLUHG��FI��H[FHSWLRQV��

♦�LQ�FRPSOH[�V\VWHPV��LW�LV�XVXDOO\�EHWWHU�WR�VSHFLI\�VDIHW\
SURSHUWLHV��E\�VWDWLQJ�GLUHFWO\�ZKDW�LV�UHTXLUHG�

property  SAFE_ACTUATOR
= (command
   -> respond
   -> SAFE_ACTUATOR
   ).

♦�DQDO\VLV�XVLQJ�/76$�DV�EHIRUH�

command

respond

command

respond

-1 0 1
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Safety properties

property  POLITE
  =

3URSHUW\�WKDW�LW�LV�SROLWH�WR�NQRFN�EHIRUH�HQWHULQJ�D�URRP�

7UDFHV� knock Æenter enter

knock Æknock

(knock->enter->POLITE).

,Q�DOO�VWDWHV��DOO�WKH
DFWLRQV�LQ�WKH�DOSKDEHW
RI�D�SURSHUW\�DUH
HOLJLEOH�FKRLFHV�

knock

enter

knock

enter

-1 0 1
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Safety properties

6DIHW\ property  P�GHILQHV�D�GHWHUPLQLVWLF
SURFHVV�WKDW�DVVHUWV�WKDW�DQ\�WUDFH�LQFOXGLQJ
DFWLRQV�LQ�WKH�DOSKDEHW�RI�P, �LV�DFFHSWHG�E\�P�

7KXV��LI�P�LV�FRPSRVHG�ZLWK�S��WKHQ�WUDFHV�RI�DFWLRQV
LQ�WKH�DOSKDEHW�RI�S�∩�DOSKDEHW�RI�P�PXVW�DOVR�EH
YDOLG�WUDFHV�RI�P��RWKHUZLVH�ERROR�LV�UHDFKDEOH�

7UDQVSDUHQF\�RI�VDIHW\�SURSHUWLHV�
6LQFH DOO DFWLRQV LQ WKH DOSKDEHW RI D SURSHUW\ DUH HOLJLEOH
FKRLFHV� FRPSRVLQJ D SURSHUW\ ZLWK D VHW RI SURFHVVHV GRHV QRW
DIIHFW WKHLU FRUUHFW EHKDYLRU� +RZHYHU� LI D EHKDYLRU FDQ RFFXU
ZKLFK YLRODWHV WKH VDIHW\ SURSHUW\� WKHQ ERRORLV UHDFKDEOH�
3URSHUWLHV PXVW EH GHWHUPLQLVWLF WR EH WUDQVSDUHQW�
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Safety properties

♦�+RZ�FDQ�ZH�VSHFLI\�WKDW�VRPH�DFWLRQ��disaster �
QHYHU�RFFXUV"

property  CALM = STOP + { disaster }.

disaster

-1 0

$ VDIHW\ SURSHUW\ PXVW EH VSHFLILHG VR DV WR LQFOXGH DOO WKH
DFFHSWDEOH� YDOLG EHKDYLRUV LQ LWV DOSKDEHW�
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Safety - mutual exclusion

LOOP = (mutex.down -> enter  -> exit
  -> mutex.up -> LOOP).

||SEMADEMO = (p[1..3]:LOOP
         ||{p[1..3]}::mutex:SEMAPHORE(1)).

+RZ�GR�ZH
FKHFN�WKDW�WKLV
GRHV�LQGHHG
HQVXUH�PXWXDO
H[FOXVLRQ�LQ�WKH
FULWLFDO�VHFWLRQ"

property  MUTEX =(p[ i :1..3]. enter
   -> p[ i ]. exit

  -> MUTEX ).
||CHECK = (SEMADEMO || MUTEX).

&KHFN�VDIHW\�XVLQJ�/76$�

:KDW�KDSSHQV�LI�VHPDSKRUH�LV�LQLWLDOL]HG�WR��"
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7.2  Single Lane Bridge problem

$ EULGJH RYHU D ULYHU LV RQO\ ZLGH HQRXJK WR SHUPLW D VLQJOH ODQH RI
WUDIILF� &RQVHTXHQWO\� FDUV FDQ RQO\ PRYH FRQFXUUHQWO\ LI WKH\ DUH
PRYLQJ LQ WKH VDPH GLUHFWLRQ� $ VDIHW\ YLRODWLRQ RFFXUV LI WZR FDUV
PRYLQJ LQ GLIIHUHQW GLUHFWLRQV HQWHU WKH EULGJH DW WKH VDPH WLPH�
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Single Lane Bridge - model

♦�(YHQWV�RU�DFWLRQV�RI�LQWHUHVW"

HQWHU�DQG�H[LW

♦�,GHQWLI\�SURFHVVHV�

FDUV�DQG�EULGJH

♦�,GHQWLI\�SURSHUWLHV�

RQHZD\

♦'HILQH�HDFK�SURFHVV

DQG�LQWHUDFWLRQV

�VWUXFWXUH��

red[ID].
{enter,exit}

blue[ID].
{enter,exit}

BRIDGE

property
ONEWAY

CARS

Single
Lane
Bridge
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Single Lane Bridge - CARS model

const N = 3    // number of each type of car
range T = 0..N // type of car count
range ID= 1..N // car identities

CAR = ( enter -> exit ->CAR).

7R�PRGHO�WKH�IDFW�WKDW�FDUV�FDQQRW�SDVV�HDFK�RWKHU
RQ�WKH�EULGJH��ZH�PRGHO�D�CONVOY�RI�FDUV�LQ�WKH
VDPH�GLUHFWLRQ��:H�ZLOO�KDYH�D�UHG�DQG�D�EOXH�FRQYR\
RI�XS�WR�1�FDUV�IRU�HDFK�GLUHFWLRQ�

||CARS = ( red :CONVOY || blue :CONVOY).
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Single Lane Bridge - CONVOY model

NOPASS1  = C[1],  //preserves entry order
C[i:ID]  = ([i]. enter -> C[i%N+1]).
NOPASS2  = C[1],  //preserves exit order
C[i:ID]  = ([i]. exit -> C[i%N+1]).

||CONVOY = ([ID]:CAR||NOPASS1||NOPASS2).

3HUPLWV 1.enter Æ 2.enter Æ 1.exit Æ 2.exit
EXW�QRW 1.enter Æ 2.enter Æ 2.exit Æ 1.exit

LH��QR�RYHUWDNLQJ�

1.enter 2.enter

3.enter

0 1 2

1.exit 2.exit

3.exit

0 1 2
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Single Lane Bridge - BRIDGE model

BRIDGE = BRIDGE[ 0][ 0],  // initially empty
BRIDGE[nr :T][ nb:T] =    //nr  is the red count, nb the blue

(when( nb==0 )
        red [ID]. enter  -> BRIDGE[ nr+1 ][ nb]  //nb==0
     |  red [ID]. exit   -> BRIDGE[ nr-1 ][ nb]
     |when ( nr==0 )
        blue [ID]. enter -> BRIDGE[ nr ][ nb+1 ]  //nr==0
     |  blue [ID]. exit  -> BRIDGE[ nr ][ nb-1 ]

).

&DUV FDQ PRYH FRQFXUUHQWO\ RQ WKH EULGJH RQO\ LI LQ WKH VDPH GLUHFWLRQ�
7KH EULGJH PDLQWDLQV FRXQWV RI EOXH DQG UHG FDUV RQ WKH EULGJH� 5HG FDUV
DUH RQO\ DOORZHG WR HQWHU ZKHQ WKH UHG FRXQW LV ]HUR DQG YLFH�YHUVD�

(YHQ ZKHQ �� exit DFWLRQV SHUPLW WKH
FDU FRXQWV WR EH GHFUHPHQWHG� /76$
PDSV WKHVH XQGHILQHG VWDWHV WR ERROR� Concurrency: safety & liveness properties 14
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Single Lane Bridge - safety property ONEWAY

property ONEWAY =( red [ID]. enter    -> RED[1]
                 | blue .[ID]. enter  -> BLUE[1]
                 ),
RED[i:ID] = (red[ID].enter -> RED[i+1]
            |when(i==1)red[ID].exit  -> ONEWAY
            |when(i>1) red[ID].exit  -> RED[i-1]
            ),  //i  is a count of red cars on the bridge
BLUE[i:ID]= (blue[ID].enter-> BLUE[i+1]
            |when(i==1)blue[ID].exit -> ONEWAY
            |when( i>1)blue[ID].exit -> BLUE[i-1]
            ).  //i  is a count of blue cars on the bridge

:H QRZ VSHFLI\ D VDIHW\ SURSHUW\ WR FKHFN WKDW FDUV GR QRW FROOLGH�
:KLOH UHG FDUV DUH RQ WKH EULGJH RQO\ UHG FDUV FDQ HQWHU� VLPLODUO\ IRU
EOXH FDUV� :KHQ WKH EULGJH LV HPSW\� HLWKHU D UHG RU D EOXH FDU PD\ HQWHU�
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Single Lane Bridge - model analysis

,V�WKH�VDIHW\
SURSHUW\�ONEWAY
YLRODWHG"

||SingleLaneBridge = (CARS|| BRIDGE||ONEWAY).

No deadlocks/errors

Trace to property violation in ONEWAY:
red.1.enter
blue.1.enter

:LWKRXW�WKH�BRIDGE
FRQWUDLQWV��LV�WKH
VDIHW\�SURSHUW\
ONEWAY�YLRODWHG"

||SingleLaneBridge = (CARS||ONEWAY).
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Single Lane Bridge - implementation in Java

$FWLYH HQWLWLHV �FDUV� DUH
LPSOHPHQWHG DV WKUHDGV�

3DVVLYH HQWLW\ �EULGJH� LV
LPSOHPHQWHG DV D PRQLWRU�

%ULGJH&DQYDV HQIRUFHV QR
RYHUWDNLQJ�

Runnable

RedCar BlueCar

BridgeCanvas

controlcontrol
Bridge

Safe
Bridge

displaydisplay

ThreadApplet

Single
Lane
Bridge

blue,
red
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Single Lane Bridge - BridgeCanvas

$Q LQVWDQFH RI BridgeCanvas FODVV LV FUHDWHG E\ 6LQJOH/DQH%ULGJH
DSSOHW � UHI LV SDVVHG WR HDFK QHZO\ FUHDWHG 5HG&DU DQG %OXH&DU REMHFW�

class  BridgeCanvas extends  Canvas {

  public  void init(int ncars) {…}   //set number of cars

  //move red car with the identity i a step
  //returns true for the period from just before,until just after car on bridge
  public  boolean moveRed(int i)
         throws  InterruptedException{…}

  //move blue car with the identity i a step
  //returns true for the period from just before,until just after car on bridge
  public  boolean moveBlue(int i)
         throws  InterruptedException{…}

  public  synchronized void freeze(){…} // freeze display
  public  synchronized void thaw(){…}  //unfreeze display
}
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Single Lane Bridge - RedCar

class  RedCar implements  Runnable {

  BridgeCanvas display; Bridge control; int id;

  RedCar(Bridge b, BridgeCanvas d, int id) {
    display = d; this.id = id; control = b;
  }

  public  void run() {
    try  {
      while (true) {
        while  (!display.moveRed(id));   // not on bridge
        control.redEnter();      // request access to bridge
        while  (display.moveRed(id)); // move over bridge
        control.redExit();       // release access to bridge
      }
    } catch  (InterruptedException e) {}
  }
}

6LPLODUO\ IRU WKH BlueCar
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Single Lane Bridge - class Bridge

class  Bridge {
  synchronized  void redEnter()
   throws  InterruptedException {}
  synchronized  void redExit()  {}
  synchronized  void blueEnter()
   throws  InterruptedException {}
  synchronized  void blueExit() {}
}

&ODVV�Bridge �SURYLGHV�D�QXOO�LPSOHPHQWDWLRQ�RI�WKH
DFFHVV�PHWKRGV�L�H��QR�FRQVWUDLQWV�RQ�WKH�DFFHVV�WR�WKH
EULGJH�

5HVXOW««««�"
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Single Lane Bridge

7R�HQVXUH�VDIHW\��WKH�´VDIHµ�FKHFN�ER[�PXVW�EH�FKRVHQ
LQ�RUGHU�WR�VHOHFW�WKH�SafeBridge �LPSOHPHQWDWLRQ�



Concurrency: safety & liveness properties 21
©Magee/Kramer

Single Lane Bridge - SafeBridge

class  SafeBridge extends  Bridge {

  private  int nred  = 0; //number of red cars on bridge
  private  int nblue = 0; //number of blue cars on bridge

  // Monitor Invariant:          nred ≥0 and nblue ≥0 and
  //              not (nred>0  and nblue>0)

 synchronized  void redEnter()
      throws  InterruptedException {
    while  (nblue>0)  wait();
    ++nred;
  }

 synchronized  void redExit(){
     --nred;

if  (nred==0)notifyAll();
  }

7KLV LV D GLUHFW
WUDQVODWLRQ IURP
WKH BRIDGE
PRGHO�
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synchronized  void blueEnter()
      throws  InterruptedException {
    while  (nred>0) wait();
    ++nblue;
  }

 synchronized  void blueExit(){
    --nblue; 
    if  (nblue==0)notifyAll();
  }
}

Single Lane Bridge - SafeBridge

7R DYRLG XQQHFHVVDU\ WKUHDG VZLWFKHV� ZH XVH FRQGLWLRQDO QRWLILFDWLRQ
WR ZDNH XS ZDLWLQJ WKUHDGV RQO\ ZKHQ WKH QXPEHU RI FDUV RQ WKH
EULGJH LV ]HUR L�H� ZKHQ WKH ODVW FDU OHDYHV WKH EULGJH�

%XW�GRHV�HYHU\�FDU�HYHQWXDOO\�JHW�DQ�RSSRUWXQLW\
WR�FURVV�WKH�EULGJH"�7KLV�LV�D�OLYHQHVV�SURSHUW\�
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7.3  Liveness

$�VDIHW\�SURSHUW\�DVVHUWV�WKDW�QRWKLQJ�EDG�KDSSHQV�

$�OLYHQHVV�SURSHUW\�DVVHUWV�WKDW�VRPHWKLQJ�JRRG
HYHQWXDOO\�KDSSHQV�

6LQJOH�/DQG�%ULGJH��'RHV�HYHU\�FDU�HYHQWXDOO\�JHW�DQ
RSSRUWXQLW\�WR�FURVV�WKH�EULGJH"

LH��PDNH�352*5(66"

$�SURJUHVV�SURSHUW\�DVVHUWV�WKDW�LW�LV�DOZD\V�WKH�FDVH�WKDW
DQ�DFWLRQ�LV�HYHQWXDOO\�H[HFXWHG��3URJUHVV�LV�WKH�RSSRVLWH�RI
VWDUYDWLRQ��WKH�QDPH�JLYHQ�WR�D�FRQFXUUHQW�SURJUDPPLQJ
VLWXDWLRQ�LQ�ZKLFK�DQ�DFWLRQ�LV�QHYHU�H[HFXWHG�
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Progress properties - fair choice

COIN =(toss->heads->COIN

  |toss->tails->COIN).

,I�D�FRLQ�ZHUH�WRVVHG�DQ
LQILQLWH�QXPEHU�RI�WLPHV�
ZH�ZRXOG�H[SHFW�WKDW
KHDGV�ZRXOG�EH�FKRVHQ

LQILQLWHO\�RIWHQ�DQG�WKDW
WDLOV�ZRXOG�EH�FKRVHQ
LQILQLWHO\�RIWHQ�

7KLV�UHTXLUHV�)DLU�&KRLFH��

toss

toss

heads

tails

0 1 2

)DLU� &KRLFH�� ,I� D� FKRLFH� RYHU� D� VHW� RI� WUDQVLWLRQV� LV
H[HFXWHG� LQILQLWHO\� RIWHQ�� WKHQ� HYHU\� WUDQVLWLRQ� LQ� WKH
VHW�ZLOO�EH�H[HFXWHG�LQILQLWHO\�RIWHQ�
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Progress properties

progress P = {a1,a2..an}  GHILQHV� D� SURJUHVV
SURSHUW\ P ZKLFK�DVVHUWV�WKDW�LQ�DQ�LQILQLWH�H[HFXWLRQ�RI
D�WDUJHW�V\VWHP��DW�OHDVW�RQH�RI�WKH�DFWLRQV a1,a2..an
ZLOO�EH�H[HFXWHG�LQILQLWHO\�RIWHQ�

&2,1�V\VWHP� progress HEADS = {heads}  ?

progress TAILS = {tails}  ?

/76$�FKHFN�SURJUHVV� No progress violations detected.
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pick

pick toss

heads

toss

toss

tails

heads

0 1 2 3 4 5

Progress properties

6XSSRVH�WKDW�WKHUH�ZHUH�WZR�SRVVLEOH�FRLQV�WKDW�FRXOG�EH
SLFNHG�XS�

TWOCOIN = (pick->COIN|pick->TRICK),
TRICK   = (toss->heads->TRICK),
COIN    = (toss->heads->COIN|toss->tails->COIN).

7:2&2,1� progress HEADS = {heads}  ?

progress TAILS = {tails}  ?

D�WULFN�FRLQ
DQG�D�UHJXODU
FRLQ««
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Progress properties

progress HEADSorTails = {heads,tails}  ?

progress HEADS = {heads}

progress TAILS = {tails}

/76$�FKHFN�SURJUHVV
Progress violation: TAILS
Path to terminal set of states:

pick
Actions in terminal set:
{toss, heads}

pick

pick toss

heads

toss

toss

tails

heads

0 1 2 3 4 5
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Progress analysis

$ WHUPLQDO VHW RI VWDWHV LV RQH LQ ZKLFK HYHU\ VWDWH LV UHDFKDEOH IURP
HYHU\ RWKHU VWDWH LQ WKH VHW YLD RQH RU PRUH WUDQVLWLRQV� DQG WKHUH LV QR
WUDQVLWLRQ IURP ZLWKLQ WKH VHW WR DQ\ VWDWH RXWVLGH WKH VHW�

pick

pick toss

heads

toss

toss

tails

heads

0 1 2 3 4 5

7HUPLQDO VHWV
IRU 7:2&2,1�

^���` DQG
^�����`

*LYHQ IDLU FKRLFH� HDFK WHUPLQDO VHW UHSUHVHQWV DQ H[HFXWLRQ LQ ZKLFK
HDFK DFWLRQ XVHG LQ D WUDQVLWLRQ LQ WKH VHW LV H[HFXWHG LQILQLWHO\ RIWHQ�

6LQFH WKHUH LV QR WUDQVLWLRQ RXW RI D WHUPLQDO VHW� DQ\ DFWLRQ WKDW LV QRW
XVHG LQ WKH VHW FDQQRW RFFXU LQILQLWHO\ RIWHQ LQ DOO H[HFXWLRQV RI WKH
V\VWHP � DQG KHQFH UHSUHVHQWV D SRWHQWLDO SURJUHVV YLRODWLRQ�
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Progress analysis

$�SURJUHVV�SURSHUW\�LV�YLRODWHG�LI�DQDO\VLV�ILQGV�D
WHUPLQDO�VHW�RI�VWDWHV�LQ�ZKLFK�QRQH�RI�WKH�SURJUHVV
VHW�DFWLRQV�DSSHDU�

progress TAILS = {tails}    in {1,2}

'HIDXOW� JLYHQ IDLU FKRLFH� IRU HYHU\ DFWLRQ LQ WKH DOSKDEHW RI WKH
WDUJHW V\VWHP� WKDW DFWLRQ ZLOO EH H[HFXWHG LQILQLWHO\ RIWHQ� 7KLV LV
HTXLYDOHQW WR VSHFLI\LQJ D VHSDUDWH SURJUHVV SURSHUW\ IRU HYHU\ DFWLRQ�

pick

pick toss

heads

toss

toss

tails

heads

0 1 2 3 4 5

'HIDXOW
DQDO\VLV IRU
7:2&2,1"
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Progress analysis

Progress violation for actions:
{pick}
Path to terminal set of states:

pick
Actions in terminal set:
{toss, heads, tails}

Progress violation for actions:
{pick, tails}
Path to terminal set of states:

pick
Actions in terminal set:
{toss, heads}

'HIDXOW DQDO\VLV IRU
7:2&2,1� VHSDUDWH
SURJUHVV SURSHUW\ IRU
HYHU\ DFWLRQ�

DQG

,I WKH GHIDXOW KROGV� WKHQ HYHU\ RWKHU SURJUHVV SURSHUW\ KROGV
L�H� HYHU\ DFWLRQ LV H[HFXWHG LQILQLWHO\ RIWHQ DQG V\VWHP FRQVLVWV
RI D VLQJOH WHUPLQDO VHW RI VWDWHV�

pick

pick toss

heads

toss

toss

tails

heads

0 1 2 3 4 5
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Progress - single lane bridge

progress BLUECROSS = {blue[ID].enter}
progress REDCROSS =  {red[ID].enter}
No progress violations detected.

7KH 6LQJOH /DQH
%ULGJH LPSOHPHQWDWLRQ
FDQ SHUPLW SURJUHVV
YLRODWLRQV�
+RZHYHU� LI GHIDXOW
SURJUHVV DQDO\VLV LV
DSSOLHG WR WKH PRGHO
WKHQ QR YLRODWLRQV DUH
GHWHFWHG�

:K\�QRW"

)DLU FKRLFH PHDQV WKDW HYHQWXDOO\ HYHU\ SRVVLEOH H[HFXWLRQ RFFXUV�
LQFOXGLQJ WKRVH LQ ZKLFK FDUV GR QRW VWDUYH� 7R GHWHFW SURJUHVV
SUREOHPV ZH PXVW VXSHULPSRVH VRPH VFKHGXOLQJ SROLF\ IRU DFWLRQV�
ZKLFK PRGHOV WKH VLWXDWLRQ LQ ZKLFK WKH EULGJH LV FRQJHVWHG� Concurrency: safety & liveness properties 32
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Progress - action priority

$FWLRQ�SULRULW\�H[SUHVVLRQV�GHVFULEH�VFKHGXOLQJ�SURSHUWLHV�

||C = (P||Q) <<{a1,…,an}  VSHFLILHV D FRPSRVLWLRQ
LQ ZKLFK WKH DFWLRQV a1,..,an  KDYH KLJKHU SULRULW\
WKDQ DQ\ RWKHU DFWLRQ LQ WKH DOSKDEHW RI P||Q
LQFOXGLQJ WKH VLOHQW DFWLRQ tau �  ,Q DQ\ FKRLFH LQ WKLV
V\VWHP ZKLFK KDV RQH RU PRUH RI WKH DFWLRQV
a1,..,an  ODEHOLQJ D WUDQVLWLRQ� WKH WUDQVLWLRQV
ODEHOHG ZLWK ORZHU SULRULW\ DFWLRQV DUH GLVFDUGHG�

+LJK
3ULRULW\
�´<<µ�

||C = (P||Q) >>{a1,…,an}  VSHFLILHV D FRPSRVLWLRQ
LQ ZKLFK WKH DFWLRQV a1,..,an  KDYH ORZHU SULRULW\
WKDQ DQ\ RWKHU DFWLRQ LQ WKH DOSKDEHW RI P||Q
LQFOXGLQJ WKH VLOHQW DFWLRQ tau �  ,Q DQ\ FKRLFH LQ WKLV
V\VWHP ZKLFK KDV RQH RU PRUH WUDQVLWLRQV QRW ODEHOHG
E\ a1,..,an � WKH WUDQVLWLRQV ODEHOHG E\ a1,..,an
DUH GLVFDUGHG�

/RZ
3ULRULW\
�´>>µ�
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Progress - action priority

NORMAL =(work->play->NORMAL
   |sleep->play->NORMAL).

||HIGH =(NORMAL)<<{work}.

||LOW  =(NORMAL)>>{work}.

work

sleep

play

play

0 1 2

work

play

0 1

sleep

play

0 1

$FWLRQ SULRULW\ VLPSOLILHV WKH UHVXOWLQJ /76 E\
GLVFDUGLQJ ORZHU SULRULW\ DFWLRQV IURP FKRLFHV�
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7.4 Congested  single lane bridge

progress BLUECROSS = {blue[ID].enter}
progress REDCROSS =  {red[ID].enter}

BLUECROSS� HYHQWXDOO\ RQH RI WKH EOXH FDUV ZLOO EH DEOH WR HQWHU

REDCROSS � HYHQWXDOO\ RQH RI WKH UHG FDUV ZLOO EH DEOH WR HQWHU

&RQJHVWLRQ�XVLQJ�DFWLRQ�SULRULW\"

&RXOG JLYH UHG FDUV SULRULW\ RYHU EOXH �RU YLFH YHUVD� "
,Q SUDFWLFH QHLWKHU KDV SULRULW\ RYHU WKH RWKHU�

,QVWHDG ZH PHUHO\ HQFRXUDJH FRQJHVWLRQ E\ ORZHULQJ WKH
SULRULW\ RI WKH H[LW DFWLRQV RI ERWK FDUV IURP WKH EULGJH�

||CongestedBridge = (SingleLaneBridge)
>>{red[ID].exit,blue[ID].exit}.

�3URJUHVV�$QDO\VLV�"��/76"
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congested  single lane bridge model

Progress violation: BLUECROSS
Path to terminal set of states:

red.1.enter
red.2.enter

Actions in terminal set:
{red.1.enter, red.1.exit, red.2.enter,
red.2.exit, red.3.enter, red.3.exit}

Progress violation: REDCROSS
Path to terminal set of states:

blue.1.enter
blue.2.enter

Actions in terminal set:
{blue.1.enter, blue.1.exit, blue.2.enter,
blue.2.exit, blue.3.enter, blue.3.exit}

7KLV FRUUHVSRQGV
ZLWK WKH
REVHUYDWLRQ WKDW�
ZLWK PRUH WKDQ
RQH FDU� LW LV
SRVVLEOH WKDW
ZKLFKHYHU FRORU
FDU HQWHUV WKH
EULGJH ILUVW ZLOO
FRQWLQXRXVO\
RFFXS\ WKH EULGJH
SUHYHQWLQJ WKH
RWKHU FRORU IURP
HYHU FURVVLQJ�
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congested  single lane bridge model

red.1.enter

blue.1.enterblue.2.enter blue.1.exit blue.1.enter

blue.2.exit

red.2.enter red.1.exit red.1.enter

red.2.exit

0 1 2 3 4 5 6 7 8

||CongestedBridge = (SingleLaneBridge)
>>{red[ID].exit,blue[ID].exit}.

:LOO WKH UHVXOWV EH WKH VDPH LI ZH PRGHO FRQJHVWLRQ E\ JLYLQJ FDU HQWU\
WR WKH EULGJH KLJK SULRULW\"

&DQ FRQJHVWLRQ RFFXU LI WKHUH LV RQO\ RQH FDU PRYLQJ LQ HDFK GLUHFWLRQ"
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Progress - revised  single lane bridge model

7KH�EULGJH�QHHGV�WR�NQRZ�ZKHWKHU�RU�QRW�FDUV�DUH
ZDLWLQJ�WR�FURVV�

0RGLI\�CAR�

CAR = ( request ->enter->exit->CAR).

0RGLI\�BRIDGE�

5HG�FDUV�DUH�RQO\�DOORZHG�WR�HQWHU�WKH�EULGJH�LI�WKHUH
DUH�QR�EOXH�FDUV�RQ�WKH�EULGJH�DQG�WKHUH�DUH�QR�EOXH
FDUV�ZDLWLQJ�WR�HQWHU�WKH�EULGJH�

%OXH�FDUV�DUH�RQO\�DOORZHG�WR�HQWHU�WKH�EULGJH�LI�WKHUH
DUH�QR�UHG�FDUV�RQ�WKH�EULGJH�DQG�WKHUH�DUH�QR�UHG
FDUV�ZDLWLQJ�WR�HQWHU�WKH�EULGJH�
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Progress - revised  single lane bridge model

/*  nr – number of red cars on the bridge  wr   – number of red cars waiting to enter
  nb – number of blue cars on the bridge wb  – number of blue cars waiting to enter
*/
BRIDGE = BRIDGE[0][0][ 0][ 0],

BRIDGE[nr:T][nb:T][ wr :T][ wb:T] =

  ( red [ID]. request   -> BRIDGE[nr][nb][ wr+1 ][ wb]

  |when (nb==0 && wb==0)

     red [ID]. enter   -> BRIDGE[nr+1][nb][ wr-1 ][ wb]

  | red [ID]. exit      -> BRIDGE[nr-1][nb][ wr ][ wb]

  | blue [ID]. request -> BRIDGE[nr][nb][ wr ][ wb+1]
  |when (nr==0 && wr==0 )

     blue [ID]. enter  -> BRIDGE[nr][nb+1][ wr ][ wb-1 ]

  | blue [ID]. exit     -> BRIDGE[nr][nb-1][ wr ][ wb]

  ).
2. QRZ"
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Progress - analysis of revised  single lane bridge model

Trace to DEADLOCK:
red.1.request
red.2.request
red.3.request
blue.1.request
blue.2.request
blue.3.request

7KH WUDFH LV WKH VFHQDULR
LQ ZKLFK WKHUH DUH FDUV
ZDLWLQJ DW ERWK HQGV� DQG
FRQVHTXHQWO\� WKH EULGJH
GRHV QRW DOORZ HLWKHU UHG
RU EOXH FDUV WR HQWHU�

6ROXWLRQ"

,QWURGXFH VRPH DV\PPHWU\ LQ WKH SUREOHP �FI� 'LQLQJ SKLORVRSKHUV��

7KLV WDNHV WKH IRUP RI D ERROHDQ YDULDEOH �bt � ZKLFK EUHDNV WKH
GHDGORFN E\ LQGLFDWLQJ ZKHWKHU LW LV WKH WXUQ RI EOXH FDUV RU UHG
FDUV WR HQWHU WKH EULGJH�

$UELWUDULO\ VHW bt WR WUXH LQLWLDOO\ JLYLQJ EOXH LQLWLDO SUHFHGHQFH�
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Progress - 2 nd revision  of single lane bridge model

const True = 1

const False = 0

range B = False..True

/*    bt  - true indicates blue turn,   false indicates red turn */
BRIDGE = BRIDGE[0][0][ 0][ 0][ True ],

BRIDGE[nr:T][nb:T][ wr :T][ wb:T][ bt :B] =

  ( red [ID]. request   -> BRIDGE[nr][nb][ wr+1 ][ wb][ bt ]

  |when (nb==0 && ( wb==0|| !bt ))

     red [ID]. enter   -> BRIDGE[nr+1][nb][ wr-1 ][ wb][ bt ]

  | red [ID]. exit      -> BRIDGE[nr-1][nb][ wr ][ wb][ True ]

  | blue [ID]. request -> BRIDGE[nr][nb][ wr ][ wb+1][ bt ]

  |when (nr==0 && ( wr==0 || bt ))

     blue [ID]. enter  -> BRIDGE[nr][nb+1][ wr ][ wb-1 ][ bt ]
  | blue [ID]. exit     -> BRIDGE[nr][nb-1][ wr ][ wb][ False ]

  ).

$QDO\VLV�"
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Revised single lane bridge implementation  - FairBridge

class  FairBridge extends Bridge {

  private  int nred  = 0; //count of red cars on the bridge
  private  int nblue = 0; //count of blue cars on the bridge
  private  int waitblue = 0;  //count of waiting blue cars
  private  int waitred = 0;   //count of waiting red cars
  private  boolean blueturn = true;

  synchronized  void redEnter()
      throws  InterruptedException {
    ++waitred;
    while  (nblue>0||(waitblue>0 && blueturn)) wait();
    --waitred;
    ++nred;
  }

  synchronized  void redExit(){
    --nred;
    blueturn = true;
    if  (nred==0)notifyAll();
  }

7KLV LV D GLUHFW
WUDQVODWLRQ IURP
WKH PRGHO�
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Revised single lane bridge implementation - FairBridge

  synchronized  void blueEnter(){
      throws  InterruptedException {
    ++waitblue;
    while  (nred>0||(waitred>0 && !blueturn)) wait();
    --waitblue;
    ++nblue;
  }

  synchronized  void blueExit(){
    --nblue;
    blueturn = false;
    if  (nblue==0) notifyAll();
  }
}

1RWH WKDW ZH GLG QRW QHHG WR LQWURGXFH D QHZ UHTXHVW PRQLWRU PHWKRG�
7KH H[LVWLQJ HQWHU PHWKRGV FDQ EH PRGLILHG WR LQFUHPHQW D ZDLW FRXQW
EHIRUH WHVWLQJ ZKHWKHU RU QRW WKH FDOOHU FDQ DFFHVV WKH EULGJH�

7KH ´IDLUµ FKHFN
ER[ PXVW EH
FKRVHQ LQ RUGHU WR
VHOHFW WKH
FairBridge
LPSOHPHQWDWLRQ�
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7.5  Readers and Writers

$ VKDUHG GDWDEDVH LV DFFHVVHG E\ WZR NLQGV RI SURFHVVHV� 5HDGHUV
H[HFXWH WUDQVDFWLRQV WKDW H[DPLQH WKH GDWDEDVH ZKLOH :ULWHUV ERWK
H[DPLQH DQG XSGDWH WKH GDWDEDVH� $ :ULWHU PXVW KDYH H[FOXVLYH DFFHVV
WR WKH GDWDEDVH� DQ\ QXPEHU RI 5HDGHUV PD\ FRQFXUUHQWO\ DFFHVV LW�

/LJKW
EOXH
LQGLFDWHV
GDWDEDVH
DFFHVV�
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readers/writers model

♦�(YHQWV�RU�DFWLRQV�RI�LQWHUHVW"

DFTXLUH5HDG��UHOHDVH5HDG��DFTXLUH:ULWH��UHOHDVH:ULWH

♦�,GHQWLI\�SURFHVVHV�

5HDGHUV��:ULWHUV�	�WKH�5:B/RFN

♦�,GHQWLI\�SURSHUWLHV�

5:B6DIH

5:B3URJUHVV

♦'HILQH�HDFK�SURFHVV

DQG�LQWHUDFWLRQV

�VWUXFWXUH��

writer[1..Nwrite]:
WRITER

reader[1..Nread]:
READER

READERS
_WRITERS acquireRead acquireWrite

READWRITELOCK

releaseRead releaseWrite
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readers/writers model - READER & WRITER

set Actions =
 {acquireRead,releaseRead,acquireWrite,releaseWrite}

READER = ( acquireRead ->examine-> releaseRead ->READER)
  + Actions
  \ {examine}.

WRITER = ( acquireWrite ->modify-> releaseWrite ->WRITER)
  + Actions
  \ {modify}.

$OSKDEHW H[WHQVLRQ LV XVHG WR HQVXUH WKDW WKH RWKHU DFFHVV
DFWLRQV FDQQRW RFFXU IUHHO\ IRU DQ\ SUHIL[HG LQVWDQFH RI WKH
SURFHVV �DV EHIRUH��

$FWLRQ KLGLQJ LV XVHG DV DFWLRQV examine DQG modify DUH QRW
UHOHYDQW IRU DFFHVV V\QFKURQLVDWLRQ�
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readers/writers model - RW_LOCK

const False = 0   const True  = 1
range Bool  = False..True
const Nread = 2           // Maximum readers
const Nwrite= 2           // Maximum writers

RW_LOCK = RW[0][ False ],
RW[readers :0..Nread][ writing :Bool] =

(when ( !writing )
acquireRead  -> RW[ readers+1 ][ writing ]

|releaseRead      -> RW[ readers-1 ][ writing ]
|when ( readers==0  && !writing )
     acquireWrite -> RW[ readers ][ True ]
|releaseWrite     -> RW[ readers ][ False ]
).

7KH ORFN
PDLQWDLQV D
FRXQW RI WKH
QXPEHU RI
UHDGHUV� DQG
D %RROHDQ IRU
WKH ZULWHUV�
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readers/writers model - safety

property SAFE_RW
  = ( acquireRead  -> READING[ 1]
    | acquireWrite -> WRITING
    ),
READING[i:1..Nread]
  = ( acquireRead -> READING[ i+1 ]
    |when( i>1 ) releaseRead   -> READING[ i-1 ]
    |when( i==1 ) releaseRead  -> SAFE_RW
    ),
WRITING = ( releaseWrite -> SAFE_RW).

:H FDQ FKHFN WKDW 5:B/2&. VDWLVILHV WKH VDIHW\ SURSHUW\««

||READWRITELOCK = (RW_LOCK || SAFE_RW).

6DIHW\�$QDO\VLV�"��/76"
Concurrency: safety & liveness properties 48

©Magee/Kramer

readers/writers model

$Q ERRORRFFXUV LI D UHDGHU
RU ZULWHU LV EDGO\ EHKDYHG
�release EHIRUH acquire
RU PRUH WKDQ WZR UHDGHUV��

:H FDQ QRZ FRPSRVH WKH
READWRITELOCKZLWK
READERDQG WRITER
SURFHVVHV DFFRUGLQJ WR RXU
VWUXFWXUH« «

||READERS_WRITERS
   = (reader[1..Nread] :READER
     || writer[1..Nwrite]:WRITER
     ||{reader[1..Nread],
        writer[1..Nwrite]}::READWRITELOCK).

6DIHW\�DQG
3URJUHVV
$QDO\VLV�"

acquireRead

releaseRead

acquireWrite

releaseWrite

releaseRead

releaseWrite

acquireRead

releaseRead

releaseWrite

acquireRead

releaseRead

releaseWrite

-1 0 1 2 3
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progress WRITE = {writer[1..Nwrite].acquireWrite}
progress READ  = {reader[1..Nread].acquireRead}

readers/writers - progress

WRITE� HYHQWXDOO\ RQH RI WKH ZULWHUV ZLOO DFTXLUH:ULWH

READ - HYHQWXDOO\ RQH RI WKH UHDGHUV ZLOO DFTXLUH5HDG

||RW_PROGRESS = READERS_WRITERS
                >>{reader[1..Nread].releaseRead,
                   writer[1..Nread].releaseWrite}.

3URJUHVV�$QDO\VLV�"��/76"

$GYHUVH�FRQGLWLRQV�XVLQJ�DFWLRQ�SULRULW\"

ZH ORZHU WKH SULRULW\ RI WKH UHOHDVH DFWLRQV IRU ERWK
UHDGHUV DQG ZULWHUV�
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readers/writers model - progress

Progress violation: WRITE
Path to terminal set of states:

reader.1.acquireRead
Actions in terminal set:
{reader.1.acquireRead, reader.1.releaseRead,
 reader.2.acquireRead, reader.2.releaseRead}

:ULWHU
VWDUYDWLRQ�
7KH QXPEHU
RI UHDGHUV
QHYHU GURSV
WR ]HUR�

reader.1.acquireRead

reader.2.acquireRead

writer.1.acquireWrite

writer.2.acquireWrite

writer.2.releaseWrite

writer.1.releaseWrite

reader.1.acquireRead

reader.1.releaseRead

reader.2.releaseRead

reader.2.acquireRead

0 1 2 3 4 5

7U\�WKH
$SSOHW�
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readers/writers implementation - monitor  interface

interface  ReadWrite {
     public void acquireRead()
         throws  InterruptedException;
     public void releaseRead();
     public  void acquireWrite()
         throws  InterruptedException;
     public void releaseWrite();
}

:H�GHILQH�DQ�LQWHUIDFH�WKDW�LGHQWLILHV�WKH�PRQLWRU
PHWKRGV�WKDW�PXVW�EH�LPSOHPHQWHG��DQG�GHYHORS�D�QXPEHU
RI�DOWHUQDWLYH�LPSOHPHQWDWLRQV�RI�WKLV�LQWHUIDFH�

)LUVWO\��WKH�VDIH�READWRITELOCK.

:H�FRQFHQWUDWH�RQ�WKH�PRQLWRU�LPSOHPHQWDWLRQ�
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readers/writers implementation - ReadWriteSafe

class  ReadWriteSafe implements  ReadWrite {
  private  int readers =0;
  private  boolean writing = false;

  public  synchronized  void acquireRead()
             throws  InterruptedException {
    while  (writing) wait();
    ++readers;
  }

  public  synchronized  void releaseRead() {
    --readers;
    if (readers==0) notify();
  }

8QEORFN D VLQJOH ZULWHU ZKHQ QR PRUH UHDGHUV�
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readers/writers implementation - ReadWriteSafe

 public  synchronized  void acquireWrite()
              throws  InterruptedException {
    while  (readers>0 || writing) wait();
    writing = true;
  }

  public  synchronized  void releaseWrite() {
    writing = false;
    notifyAll();
  }
}

8QEORFN DOO UHDGHUV

+RZHYHU� WKLV PRQLWRU LPSOHPHQWDWLRQ VXIIHUV IURP WKH :5,7(
SURJUHVV SUREOHP� SRVVLEOH ZULWHU VWDUYDWLRQ LI WKH QXPEHU RI
UHDGHUV QHYHU GURSV WR ]HUR�

6ROXWLRQ"
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readers/writers - writer priority

6WUDWHJ\�
%ORFN UHDGHUV
LI WKHUH LV D
ZULWHU ZDLWLQJ�

set Actions = {acquireRead,releaseRead,acquireWrite,
               releaseWrite, requestWrite }

WRITER =( requestWrite -> acquireWrite ->modify
                 -> releaseWrite ->WRITER
       )+Actions\{modify}.
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readers/writers model - writer priority

RW_LOCK = RW[0][False][ 0],
RW[readers:0..Nread][writing:Bool][ waitingW :0..Nwrite]
= (when (!writing && waitingW==0 )
     acquireRead -> RW[readers+1][writing][waitingW]
  |releaseRead -> RW[readers-1][writing][waitingW]
  |when (readers==0 && !writing)
     acquireWrite-> RW[readers][True][ waitingW-1 ]
  |releaseWrite-> RW[readers][False][waitingW]
  | requestWrite -> RW[readers][writing][ waitingW+1 ]
  ).

6DIHW\�DQG�3URJUHVV�$QDO\VLV�"
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readers/writers model - writer priority

Progress violation: READ
Path to terminal set of states:

writer.1.requestWrite
writer.2.requestWrite

Actions in terminal set:
{writer.1.requestWrite, writer.1.acquireWrite,
 writer.1.releaseWrite, writer.2.requestWrite,
 writer.2.acquireWrite, writer.2.releaseWrite}

5HDGHU
VWDUYDWLRQ�
LI DOZD\V D
ZULWHU
ZDLWLQJ�

No deadlocks/errors

SURSHUW\ RW_SAFE�

SURJUHVV READDQG WRITE�

,Q SUDFWLFH� WKLV PD\ EH VDWLVIDFWRU\ DV LV XVXDOO\ PRUH UHDG DFFHVV
WKDQ ZULWH� DQG UHDGHUV JHQHUDOO\ ZDQW WKH PRVW XS WR GDWH LQIRUPDWLRQ�
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readers/writers implementation - ReadWritePriority

class  ReadWritePriority implements  ReadWrite{
  private  int readers =0;
  private  boolean writing = false;
  private  int waitingW = 0 ; // no of waiting Writers.

  public synchronized  void acquireRead()
             throws  InterruptedException {
    while  (writing || waitingW>0 ) wait();
     ++readers;
  }

  public synchronized  void releaseRead() {
    --readers;
    if  (readers==0) notify();
  }
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readers/writers implementation - ReadWritePriority

synchronized  public  void acquireWrite() {
    ++waitingW ;
    while  (readers>0 || writing) try { wait();}
          catch (InterruptedException e){}
    --waitingW ;
    writing = true;
  }

  synchronized  public  void releaseWrite() {
    writing = false;
    notifyAll();
  }
}

%RWK READ DQG WRITESURJUHVV SURSHUWLHV FDQ EH VDWLVILHG E\
LQWURGXFLQJ D WXUQ YDULDEOH DV LQ WKH 6LQJOH /DQH %ULGJH�
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Summary

�&RQFHSWV

z SURSHUWLHV� WUXH IRU HYHU\ SRVVLEOH H[HFXWLRQ

z VDIHW\� QRWKLQJ EDG KDSSHQV

z OLYHQHVV� VRPHWKLQJ JRRG HYHQWXDOO\ KDSSHQV

�0RGHOV

z VDIHW\� QR UHDFKDEOH (5525�6723 VWDWH

FRPSRVH VDIHW\ SURSHUWLHV DW DSSURSULDWH VWDJHV

z SURJUHVV� DQ DFWLRQ LV HYHQWXDOO\ H[HFXWHG

IDLU FKRLFH DQG DFWLRQ SULRULW\

DSSO\ SURJUHVV FKHFN RQ WKH ILQDO WDUJHW V\VWHP PRGHO

�3UDFWLFH

z WKUHDGV DQG PRQLWRUV $LP� SURSHUW\ VDWLVIDFWLRQ


